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DISCLAIMER 
 

©2022-2026 Long COVID Consortium Partners. All rights reserved. 
Funded by the European Union. Views and opinions expressed are however those of the author(s) 
only and do not necessarily reflect those of the European Union. Neither the European Union nor 
the granting authorities can be held responsible for them. 
Long COVID is a Horizon Europe project supported by the European Commission under grant 
agreement No 101057553 and it is supported by the Swiss State Secretariat for Education, 
Research and Innovation (SERI) under contract number 22.00094. All information in this 
deliverable may not be copied or duplicated in whole or part by any means without express prior 
agreement in writing by the Long COVID partners. All contents are reserved by default and may 
not be disclosed to third parties without the written consent of the Long COVID partners, except as 
mandated by the Grant Agreement with the European Commission, for reviewing and 
dissemination purposes. All trademarks and other rights on third party products mentioned in this 
document are acknowledged and owned by the respective holders. The Long COVID consortium 
does not guarantee that any information contained herein is error-free, or up-to-date, nor makes 
warranties, express, implied, or statutory, by publishing this document.  
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EXECUTIVE SUMMARY 

This white paper presents the ethics and data protection compliance experience of the Long COVID 
Horizon Europe project, a four-year multinational research initiative involving twelve partners across 
Finland, the Netherlands, Italy, Germany, Estonia and Switzerland. The project processed sensitive 
health, genetic, biological and patient-reported data under a joint controllership framework, with the 
aim of supporting research into Long COVID Syndrome and developing AI-based tools for patient 
stratification and clinical decision support. 

The project faced significant regulatory and ethical complexity. These challenges included 
harmonising informed consent across three jurisdictions, protecting vulnerable research participants, 
managing biological samples and animal research, ensuring secure cross-border processing of 
special-category data, and assessing the trustworthiness and regulatory implications of AI-based 
research outputs. The consortium addressed these issues through a coordinated governance model 
led by WP7 for GDPR and data protection compliance and WP10 for ethics governance, supported 
by an independent Ethics Advisory Board. 

A central lesson from the project is that compliance must be designed into the research architecture 
from the outset. The consortium’s decision to consolidate data storage, harmonisation and AI 
processing within the secure HUS Acamedic environment provided legal and operational resilience. 
This architecture helped the project to manage later disruptions, including scientific changes, 
restrictions on Dutch biobank data, and the insolvency of a technical partner, without compromising 
participant protection or the overall compliance position. 

The white paper also shows that ethics governance must remain active throughout the project 
lifecycle. When the original Long COVID Prediction Support tool could not be developed as initially 
planned, the consortium reassessed the revised outputs against existing consent, ethics approvals 
and data protection safeguards. The adapted research outputs remained within the scope of 
participants’ consent, and the consortium maintained its commitment to publish meaningful findings, 
including results that did not confirm the original scientific hypotheses. 

The project’s approach to AI governance offers a practical model for future health research consortia. 
The consortium adapted the European Commission’s Assessment List for Trustworthy AI into a 
working self-assessment tool, covering human oversight, transparency, privacy, fairness, robustness 
and accountability. AI models were treated as research-support tools rather than autonomous 
decision-makers, with clinicians retaining responsibility for diagnosis and treatment decisions. 

Overall, the Long COVID project demonstrates that complex multinational health research involving 
sensitive data and AI can remain ethically and legally robust, even under scientific and operational 
uncertainty. Its main recommendation for future Horizon health consortia is clear: decide the 
legal basis early, align consent and ethics documentation from the start, build durable data 
architecture before collection begins, involve patient organisations meaningfully, and treat 
ethics, data protection and AI governance as integrated responsibilities rather than parallel 
administrative tasks 
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1 INTRODUCTION  

The Long COVID project operated across Finland, the Netherlands and Switzerland with seven 

research and clinical partners jointly processing sensitive health, genetic and lifestyle data over four 

years. The original aim of the Long COVID project was to understand the underlying mechanisms of 

Long COVID Syndrome (LCS) by combining front-line expertise from clinical medicine, virology, 

metabolism, and immunology. To achieve this, the project sought to decipher the host-virus 

responses causing long-term symptoms through geographically diverse cohort studies, mechanistic 

studies, interventional follow-ups, and high-throughput biomarker analyses. A central technical goal 

was to integrate these multimodal findings to build and validate machine learning and artificial 

intelligence algorithms. These predictive models were intended to power a Long COVID Prediction 

Support (LCPS) tool, which would assist clinicians in predicting LCS, stratifying patients by symptom 

clusters, and personalising treatment options. 

The project’s scope led to significant data protection and ethics challenges:  

• concerns arose about the human participation, as well as the recruitment and protection of 

vulnerable populations 

• the collection and use of biological samples 

• the in vivo mechanistic studies using rodent models 

• the handling of highly infectious SARS-CoV-2 viral samples 

• the development of the AI-powered tool  

• the usage and sharing of personal health data across several countries.  

 

The original aim of the Long COVID project deviated significantly due to a combination of scientific 

findings, technical partner insolvency, and strict data privacy regulations. Notwithstanding, the 

consortium was able to adapt the project in order to maintain its core commitments and preserve the 

resources invested in the project. Moreover, the ethics and compliance framework were fully 

implemented in the project. Getting to that point required working through genuine challenges, each 

of which produced practical lessons for future health research consortia. 

This paper documents how each challenge was approached and resolved, what the Ethics Advisory 

Board contributed and how the consortium used that input, and what future Horizon health research 

consortia should build from the start rather than repair mid-project. 
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2 THE PROJECT GOVERNANCE 

The Long COVID project, Decision support for prediction and management of Long COVID 

Syndrome, Grant Agreement No. 101057553, ran from June 2022 to May 2026. Seven partners 

participated in the research activity, processing personal data: Helsinki University Hospital (HUS) as 

coordinator, the University Medical Center Groningen (UMCG), the University of Basel together with 

University Hospital Basel (UNIBAS/USB), Protobios LLC, the University of Helsinki, Lipotype GmbH, 

and NEC Laboratories Europe GmbH. Clinical cohorts operated in Finland, the Netherlands and 

Switzerland. 

The data processed covered clinical records, genetic material, biological samples, genomic data and 

patient-reported outcomes, all falling within GDPR’s special-category provisions. The seven partners 

processed this type of data jointly, under a single joint controllership agreement, over four years, 

requiring dedicated governance resources and continuous attention throughout the project lifecycle. 

The consortium chose as the final architecture of the Long COVID project to consolidate all data 

storage, harmonisation, and AI processing into a single, highly secure cloud environment known as 

the HUS Acamedic platform. This centralised approach ensured strict compliance with the GDPR 

and the Finnish Secondary Use Act. 

WP 7, led by Chino, was mainly responsible for the project’s data protection and GDPR compliance 

activities. WP 10, led by HUS, was responsible for ethics governance: it covered local ethics 

committee approvals, informed consent, protection of vulnerable participants, incidental findings, 

animal research safeguards and the coordination with an external Ethics Advisory Board, specifically 

appointed to oversee the consortium activity.  

Keeping both WPs aligned required active coordination rather than parallel reporting. Ethics approval 

and GDPR compliance address overlapping but different questions, operate on different criteria and 

are assessed by different bodies. When the consortium’s scientific direction changed mid-project, 

because the biomechanistic studies did not yield the expected biomarker basis and the planned 

prediction tool was replaced by adapted research outputs, both WPs had to respond simultaneously. 

WP10 confirmed that the change remained within the scope of existing ethics approvals and 

participant consent. WP7 confirmed that the data protection framework continued to cover the 

revised activities. Neither confirmation was automatic.  

The Ethics Advisory Board held three formal annual meetings during the project lifetime, in March 

2024, July 2025 and April 2026. Its role and its practical contributions are described in Section 4. 
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3 FOUR CHALLENGES AND HOW THEY WERE 

ADDRESSED 

This white paper intends to explore four main challenges the consortium faced during the project, 

highlighting the undergoing process and the consortium's response, which can be standardised for 

future projects.  

3.1 Harmonising Informed Consent Across Three Jurisdictions 

Finland, the Netherlands and Switzerland each implement the requirements of EU health research 

law differently at the national level. The consortium needed a consent framework that was legally 

valid across all three, consistent enough to support joint-controller governance, and flexible enough 

to accommodate the specific circumstances of each clinical site. 

The consortium adopted explicit consent under Article 6(1)(a) and Article 9(2)(a) GDPR as the 

uniform legal basis across all partners. The alternative, relying on Article 9(2)(j) scientific research 

derogation, was considered and set aside: the derogation creates asymmetries between national 

legal frameworks, requires ongoing case-by-case justification, and is less transparent to participants. 

A consent-based approach is more demanding at the design stage but produces a more durable 

compliance position for the life of the project. 

Consent management sat with the clinical partner at each site: HUS for Helsinki, UMCG for 

Groningen, USB/UNIBAS for Basel. Consent forms covered both primary and secondary research 

use of participant data and biological samples, and were amended during the project where 

circumstances required. The Finnish team amended their ethics permit to allow spinal fluid collection 

for research purposes. Both Helsinki and Basel updated their forms to include waiver provisions on 

commercial exploitation.  

 

The choice of legal basis for Article 9 processing must be made before consent documentation is 

drafted and before ethics applications are submitted. The two must be consistent with each other. 

Retrofitting legal basis analysis onto an existing consent framework mid-project adds cost and risk 

that is entirely avoidable. 

 

3.2 Maintaining Ethical Integrity when Research Outcomes Differ from 

Expectations 

At the M24 consortium meeting, the project recognised that its primary deliverable, the LCPS tool, 

could not be developed as planned. The biomechanistic studies indicated that LC is a multifactorial 

condition with complex biological characteristics, rather than one driven by a single identifiable 

biomarker. The research continued in adapted forms: a deep phenotyping paper presenting the 

consortium’s understanding of the condition, NEC’s machine-learning models for patient 

stratification, and three evidence-based clinical infographics developed by HUS as the public-facing 
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output. The consortium’s ethical response to this situation was to hold its existing commitments 

rather than reframe them. Participants had consented to Long COVID research broadly. The adapted 

outputs remained within that scope, and no new consent or ethics approval was required. On 

publication, the consortium took the position that these findings are a scientific contribution in their 

own right. Establishing what Long COVID is not, biologically, and identifying the limitations of current 

biomarker-based approaches, directs other research consortia toward more viable pathways and 

prevents the replication of an approach that has already been tested. 

A related challenge arose with the Dutch Lifelines cohort. Due to strict Dutch biobank restrictions, 

Lifelines clinical data could not be transferred to the central Acamedic platform. UMCG contributed 

biological samples to the consortium’s laboratory partners for bioanalysis, and all analytical work 

involving the Lifelines clinical data was conducted within the Lifelines safe environment under its 

own technical and organisational controls. UMCG performed independent analyses of LC samples 

and complex genomic analyses locally, integrating results from the consortium’s laboratory partners 

within that environment. A partner’s legal constraints were accommodated without excluding their 

scientific contribution. 

 

Ethics governance must be designed to hold through scientific uncertainty. Consent frameworks 

and publication commitments should be robust enough to function in a project whose outputs differ 

from those described in the grant application. Null results are results, and the obligation to 

communicate them is part of what participants consented to support. 

 

3.3 Adapting the Trustworthy AI Framework to a Research Setting 

NEC’s AI development covered machine-learning models for patient stratification and biomarker 

prediction using harmonised clinical and omics data. The technical approach combined an 

Embedding Propagation algorithm with Random Forest classifiers, with SHAP-based explainability 

analysis identifying the most relevant contributing features at local and global levels. Chino adapted 

the European Commission’s Assessment List for Trustworthy AI into a practical self-assessment 

checklist covering eight requirements:  

1. Fundamental rights 

2. Human agency and oversight 

3. Technical robustness and safety 

4. Privacy and data governance 

5. Transparency 

6. Diversity and fairness 

7. Societal and environmental well-being 

8. Accountability 

 

NEC and the relevant technical partners completed the assessment with guidance from Chino 

throughout the process. Several findings were positive. Human oversight was built into the model 
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architecture from the start: physicians retain all clinical decisions, with the models functioning as 

research support only. All model training operated within the HUS Acamedic secure environment, 

so no patient data left the controlled infrastructure. The risk of demographic discrimination was 

assessed as low, with age and gender found not to be significant predictive variables. The European 

Commission’s final ethics review confirmed that the AI development had been conducted 

consistently with all prior ethics recommendations. 

Two findings require honest acknowledgement: 

• On bias monitoring: Data distributions were checked before training, but continuous bias 

monitoring during development and use was not fully established at the outset. First clinical trial 

results would be necessary before ongoing monitoring could be meaningfully operationalised.  

• On data minimisation: Significant reduction of the sensitive data used was not achievable without 

compromising the analytical scope of the models. Both are structural tensions in health AI 

research rather than project-specific shortcomings, and documenting them clearly is more useful 

to future projects than a compliance picture that papers over them. 

 

ALTAI is most effective as a working document applied throughout AI development. Plan before 

the first model is trained how bias monitoring will operate once models are in use. Document 

explicitly where data minimisation conflicts with model validity: that acknowledgement strengthens 

rather than weakens the compliance position. 

 

3.4 Building a Data Protection and GDPR Compliance Architecture 

The project’s data protection framework rested on four pillars:  

• a Joint Controllership Agreement under Article 26 GDPR  

• a Data Processing Agreement under Article 28 GDPR with the consortium’s sole common 

processor 

• the consolidation of all clinical data within a single secure environment 

• and a project-level Data Protection Impact Assessment under Article 35 GDPR  

Together, these instruments governed the responsibilities of the joint controllers across three 

countries for the life of the project. In autumn 2022, the consortium consolidated all clinical, genetic 

and lifestyle data processing within the HUS Acamedic platform, driven by changes to Finnish 

legislation constraining the originally planned arrangement with an externally hosted portal. 

Acamedic operates under the Finnish Act on the Secondary Use of Health and Social Data and 

meets the requirements of the Finnish Health and Social Data Permit Authority for secure health 

data processing. When the consortium’s common processor became insolvent and formally exited, 

the data infrastructure was unaffected. For laboratory partners processing data locally, Protobios in 

Estonia and Lipotype in Germany, raw data and pseudonymisation keys remained with each partner. 

Only normalised, quality-controlled results were made available to the consortium through Acamedic, 

ensuring that sensitive personal data did not travel beyond what each analytical step required. 
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A compliance decision made early for one reason can provide resilience against risks that were 

not anticipated at the time. The Acamedic consolidation was made for regulatory reasons in 2022 

and brought the Coordinator to manage the main infrastructure for data processing. It absorbed a 

processor insolvency in 2025 without any impact on participants or the project’s compliance 

position. Build the data architecture for institutional durability from the start: it is significantly harder 

to retrofit. 

4 ETHICS IN PRACTICE: WHAT THE CONSORTIUM 

BUILT AND HOW THE ETHICS ADVISORY BOARD 

CONTRIBUTED 

The four challenges described in Section 3 were not managed in isolation. Running alongside them 

throughout the project was a continuous ethics governance process, involving both the consortium’s 

own work packages and the independent scrutiny of the Ethics Advisory Board. This board is an 

independent external body established under the Grant Agreement with the mandate to provide 

expert review of the project’s ethical conduct. This section describes what the consortium built on 

ethics, including clinical and research ethics, and where the Board’s perspective sharpened or 

validated those decisions. 

4.1 Protecting Participants in Practice 

The consortium built its participant protection framework around four practical commitments:  

• Defining inclusion and exclusion criteria carefully 

• Handling unexpected health findings responsibly 

• Managing consent as an ongoing process rather than a one-time document 

• Ensuring that animal research met the highest applicable ethical standards 

 

On inclusion, the consortium excluded only those whose participation would create genuine informed 

consent difficulties: prisoners and individuals unable to consent due to severe illness or significantly 

reduced cognition. Vulnerable groups, sometimes excluded as a precaution, including pregnant 

women and patients with mental health conditions, were included with specific protective measures 

defined for each group. The reasoning: these groups may have a particular stake in Long COVID 

research, and automatic exclusion can compound vulnerability rather than address it. 

On incidental findings, the policy was that unexpected health discoveries are shared with participants 

only where strictly necessary for clinical management, respecting the participant’s right not to receive 

research findings that have no immediate clinical use and would only cause unnecessary concern. 

Local healthcare professionals managed this within their routine clinical protocols. 

At its first meeting, the Ethics Advisory Board engaged substantively with both of these areas, 

reinforcing the consortium’s approach to vulnerable populations and pushing for more explicit 

protective measures. The consortium’s existing framework was strengthened as a result. On animal 

research, the Board recommended explicit acknowledgement of cultural and regulatory differences 
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between partner countries. All in vivo studies were conducted under the Three Rs principle, with 

formal ethical permits secured for antiviral and vaccine testing. 

4.2 Scientific Integrity and the Commitment to Honest Publication 

The decision to publish all findings, including those that did not confirm the original hypotheses, was 

made by the consortium as a matter of scientific principle before the scope of the negative results 

was known. The incomplete publication of research conducted on patient data is itself an ethical 

problem: participants consented to contribute to scientific knowledge, and that contribution is 

undermined if findings are withheld because they are inconvenient. 

The Ethics Advisory Board described this commitment as a moral mandate, giving the consortium’s 

existing position formal external weight. The Board also made a recommendation from its external 

perspective that deserves emphasis for future consortia: patient organisations should be integrated 

as official partners from the proposal stage, with a defined role in study design, consent processes 

and the framing of results. Involving patients and patient communities after design decisions are 

fixed is a significantly weaker approach, and one that misses the substantive contribution they can 

make. 

4.3 AI Governance as a Consortium Responsibility 

The trustworthy AI assessment was owned by the consortium. Chino designed the adapted ALTAI 

checklist, NEC and the technical partners completed it, and the results were assessed within the 

consortium’s governance structure. The human oversight principle, the explainability mechanism, 

and the decision to conduct all model training within Acamedic were each reinforced by findings from 

the assessment process. The governance was not a reporting exercise: it produced concrete 

architectural decisions. 

In parallel, clinicians and researchers worked in strict connection to define a common and shared 

language for AI development. The coordination between clinicians and the AI developer was highly 

iterative and grounded in continuous human oversight, specifically structured to ensure the AI 

models were medically relevant, transparent, and trustworthy. 

This collaboration occurred across several key phases: 

• Target Definition and Data Selection: Clinicians and AI experts jointly selected the training data 

and determined the "ground truth" labels used to teach the AI models. This joint evaluation led to 

the strategic decision to initially focus the AI model on a binary classification task: determining 

whether a patient was "LongCOVID" or "Not LongCOVID" 

• Ongoing Data Refinement 

• Validation through Explainable AI (XAI): The AI development relied heavily on clinician 

feedback during the retrospective testing phase. Rather than operating as a "black box," the AI 

provided feature rankings, which allowed clinicians to review the outputs and confirm whether the 

algorithmic findings aligned with established medical knowledge 

• Human-in-the-Loop Oversight: The system is strictly designed as a clinical support tool rather 

than an autonomous decision-maker. The AI provides predictions and explanations to the 

clinicians, who retain sole responsibility for the final diagnosis and treatment decisions. 
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The Ethics Advisory Board required confirmation that the AI components met all trustworthiness, 

safety and fairness criteria. The consortium provided that confirmation because the work had already 

been done. This is the relationship between an EAB and a consortium that is managing AI ethics 

properly: the Board checks, and the consortium has the evidence. 

4.4 Data Protection as an Ethical Commitment, not a Parallel 

Obligation 

Data protection in this project was not treated as a legal track running separately from the ethics 

work. It was understood as part of the same commitment to participants: that their data would be 

used only for the purposes they consented to, stored securely, and protected through arrangements 

that did not depend on any single partner remaining available throughout the project lifetime. 

 

5 RECOMMENDATIONS 

The following recommendations are drawn from the project’s compliance and ethics experience.  

For future Horizon health research consortia 

1. Decide your Article 9 legal basis before drafting consent forms and before submitting 

your ethics application. The two must be consistent. The research derogation under Article 

9(2)(j) creates national-law asymmetries in multinational projects that a consent-based approach 

avoids. 

2. Build your consent framework and ethics governance to survive a scientific pivot. The 

outputs described in your grant application may not be the ones you deliver. Your compliance 

architecture needs to hold either way, without requiring new consent or new ethics approval. 

3. Commit to publishing all results, including null findings, from the proposal stage. 

Negative results are a scientific contribution. Withholding them undermines the value of 

participants’ contributions and prevents other consortia from benefiting from what was learned. 

4. Make your data architecture decisions before data collection begins. Structural resilience 

built in from the start protects the project against risks that cannot be anticipated. Remediation 

applied under pressure mid-project is slower, more costly, and less effective. 

5. Engage your Ethics Advisory Board at semi-annual intervals. Scientific and regulatory 

contexts in health AI research move faster than annual review cycles can track. An EAB that 

meets more frequently becomes a governance partner rather than a compliance checkpoint. 

6. Integrate patient organisations as official consortium partners from the proposal stage, 

with a defined role in study design, consent processes and dissemination. Their involvement 

changes the quality of the research, not just its optics. 
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For AI developers in research consortia 

7. Apply ALTAI as a working document throughout development. Plan before training begins 

how bias monitoring will operate once models are in use. Document explicitly where data 

minimisation conflicts with model validity. Honest acknowledgement of structural tensions is a 

stronger compliance position than silence about them. 

 

6 CONCLUSION 

European Regulations are constantly developing: the European Health Data Space entered into 

force in March 2026, and so several provisions of the EU AI Act are now also applying in research 

settings. The next generation of Horizon health data consortia will design and run projects in a 

regulatory environment that is more demanding and more specific. 

What the Long COVID project demonstrates is that the governance complexity is manageable. A 

multi-jurisdictional consortium processing sensitive health data can absorb a partner insolvency, a 

scientific pivot and a full ethics review cycle without compromising its compliance position or its 

obligations to participants, provided the architecture was built correctly from the start and maintained 

actively throughout. 

The lessons in this paper are not theoretical: they come from four years of practical governance work 

across seven partners in three countries. The consortia that will face these challenges next should 

not have to learn them from scratch. 

 


